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D I S C L A I M E R
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Shodan

J A N  Č E R N Ý  &  C H A T G P T  : - )

D I S C L A I M E R :  F O R  E D U C A T I O N A L  P U R P O S E S  O N L Y



Write a Shodan syntax
for all connected

webcams on a street 
in a city
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Write a Shodan syntax
for monitoring Crimea 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Shodan syntax 
 for monitoring

vulnerabilities of servers
in a specific country

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write some Shodan
queries for searching
the open databases
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Write a Shodan syntax
for monitoring open

ports of a specific
company

 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Shodan syntax to
list all unsecured public

wi-fi spots in a city
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Kali Linux
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Write a Kali Linux
Information Gathering
syntax that prepares an

attack on a specific
domain as a part of

security testing

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain the Kali Linux
Vulnerability Scanning
syntax that prepares an

attack on a specific
domain as part of
security testing

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain the Kali Linux
Exploitation syntax that
prepare an attack on a

specific domain as a part
of security testing

including examples
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Can you provide me
with detailed steps for

anonymizing a
connection on Kali Linux

using proxychains and
macchanger, including

any necessary code
changes?

 
J A N  Č E R N Ý  &  C H A T G P T  : - )



Write syntaxes for
theHarvester, recon-ng
and Creepy in Kali Linux
focused on social media
account investigations.
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Google Dorking
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Write a Google dork that
will search for possible
sensitive documents in
PDF or DOC(x) on any

domain.
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write Google dork
syntax examples for

investigating possible
vulnerabilities on a

specific domain
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Google dork for
searching Finnish

dissertations in PDF
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Google dork for
searching CVs so that I

can check my digital
traces. My name is * *

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Google dork for
searching of FTP servers

excluding HTTP and
HTTPS protocols

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a code for Google
Programmable Search
Engine focused on grey

literature. Provide 
 particular steps on how
to set up such a search

engine

J A N  Č E R N Ý  &  C H A T G P T  : - )



Grey Literature

J A N  Č E R N Ý  &  C H A T G P T  : - )
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Provide me with 
 possible sources where 

I can analyze JFK
assassination
investigation
conclusions

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide me with
possible grey literature
sources for industrial
trends analysis with
concrete examples

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide me grey
literature sources for

fraud investigations with
links

 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide me with grey
literature sources for

fraud investigations with
links
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Twitter

J A N  Č E R N Ý  &  C H A T G P T  : - )

D I S C L A I M E R :  F O R  E D U C A T I O N A L  P U R P O S E S  O N L Y



Write an advanced
Twitter syntax for
monitoring plane
crashes that have

occurred in the past 
24 hours.

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Twitter syntax
for collecting all relevant

tweets related to the
event on 6th January
2021 in Washington

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Twitter syntax
for monitoring events

near Kyiv during specific
days

J A N  Č E R N Ý  &  C H A T G P T  : - )



Design a process for
tracking 

a disinformation
campaign on Twitter

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to identify specific
slang of criminals on

Twitter?

J A N  Č E R N Ý  &  C H A T G P T  : - )



Scientific Intelligence
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How to identify the most
cited author in a specific
field on Web of Science?
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How to identify
company fund flows on

Web of Science using
funding information in
bibliographic records?

 
J A N  Č E R N Ý  &  C H A T G P T  : - )



How to identify
emerging trends using

the Web of Science Core
Collection? Provide me 

a syntax for the
Intelligence Studies

domain.
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a Web of Science
query for monitoring the
future scientific papers
using Current Contens

Connect.

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide detailed steps
for creating a citation
report for a specific

scientist using Web of
Science

J A N  Č E R N Ý  &  C H A T G P T  : - )



PubMed
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Build a PubMed query
for monitoring the latest

developments on the
Covid-19 vaccination

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a query to identify
possible scientific

papers that did not
confirm the Covid-19
vaccination efficiency

using PubMed

J A N  Č E R N Ý  &  C H A T G P T  : - )



Write a query to identify
the top scientists

focused on Alzheimer
disease research using

PubMed

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to analyze possible
epidemic outbreaks in

specific countries using
PubMed?

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to use PubMed to
monitor the prescription

rate of a specific
medicine?

J A N  Č E R N Ý  &  C H A T G P T  : - )



Fake Identity
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List generated content
app examples such as

photos with non-
existent people, places,

etc.

J A N  Č E R N Ý  &  C H A T G P T  : - )



For educational
purposes, tell me, are

there any apps that
provide the possibility to

create a fake identity?

J A N  Č E R N Ý  &  C H A T G P T  : - )



What techniques do
criminals use to create

fake digital traces? 

J A N  Č E R N Ý  &  C H A T G P T  : - )



I would like to
understand fake-reality
content generators. Can
you list some of them?

J A N  Č E R N Ý  &  C H A T G P T  : - )



Penetration Testing
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Explain aircrack-ng and
airodump-ng potential

use and prepare
advanced syntaxes for

both of the tools
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain netdiscover and
prepare a syntax for
monitoring devices

connected to a network.
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Is the arpspoof tool still
working? Can you

explain how to create a
syntax?

 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



What are the other tools
for man-in-the-middle

attacks?
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Do you know mitmf?
Can you prepare an
advanced syntax?

 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Suggest an OpenPhish
API request using

Python
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Can you describe the
pretexting technique
and explain how to

conduct it?
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Satellite Data
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How to use Sentinel-2
for monitoring events in
a specific warzone? Can
you suggest some tools?

 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to establish a
Default Query layer for

Google Earth?
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Prepare navigation data
from Prague to London
through forests using

Mapbox 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



List possible mapping
services that help with

fraud detection
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How can SunCalc be
efficiently used to
analyze the time 

a particular photo was
taken?
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Provide detailed steps
for supporting wildlife

crime investigations
using GRASS GIS or
HERE technologies.
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IMINT
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What metadata analysis
tools should I use when

conducting IMINT?
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List reverse image
search tools other than

Google Images, Bing
Images, Yandex Images

and TinEye
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Provide detailed steps
for conducting IMINT

analysis on a photo
depicting an unknown
location in South Africa
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Please provide links to
databases of drone
images or videos
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Crypto

J A N  Č E R N Ý  &  C H A T G P T  : - )

D I S C L A I M E R :  F O R  E D U C A T I O N A L  P U R P O S E S  O N L Y



What tools can help to
investigate blockchain

transactions?
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I know a cryptocurrency
wallet identifier. How
can I conduct further

investigation to obtain
more information about

the user?
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide steps for
mapping and visualizing

the transactions
between multiple

cryptocurrency wallet
addresses

 
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How can I investigate
the history and
background of a

particular
cryptocurrency 

project?
 
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Provide steps for
identifying the location

and ownership of
mining facilities for

various
cryptocurrencies
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Dark
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Explain how to set up an
.onion site

 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain how to set up an
.onion site in the Linux

environment
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain how to set up a
Freenet site in the Linux

environment
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Explain how to create
alert systems for new

.onion sites
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How to set up
OnionScan for

monitoring new .onion
sites?
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How can I obscure my
connection to the Tor

Network if I am in 
a totalitarian country?

 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to install and run
The Amnesic Incognito

Live System?
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to install and run
Whonix?

 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to install and run
Qubes OS?
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What datafeeds is
provided by DarkOWL?
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SOCMINT
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How can I install
Osintgram?

J A N  Č E R N Ý  &  C H A T G P T  : - )



Use twint to gather
specific hashtags on
tweets and give me
instructions how to

visualize them in Kibana 

J A N  Č E R N Ý  &  C H A T G P T  : - )



What are JSON formulas
for advanced Facebook

searches? Give me
examples of  searches

for people, places,
groups, pages and

events

J A N  Č E R N Ý  &  C H A T G P T  : - )



Can you list the
advanced operators of

Reddit?

J A N  Č E R N Ý  &  C H A T G P T  : - )



List applications for
monitoring live

broadcasting on various
social media platforms
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MASINT
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List some open-source
radar analysis software

J A N  Č E R N Ý  &  C H A T G P T  : - )



List some open-source
acoustic analysis

software for MASINT
purposes

J A N  Č E R N Ý  &  C H A T G P T  : - )



What are some software
solutions for thermal

imaging?

J A N  Č E R N Ý  &  C H A T G P T  : - )



What are open-source
software solutions for

chemical analysis?

J A N  Č E R N Ý  &  C H A T G P T  : - )



What MASINT software
tools are used for
nuclear signature

analysis?
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Natural Disasters
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I need to analyze actual
wildfires across the

globe
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I need to analyze actual
floods across the globe

J A N  Č E R N Ý  &  C H A T G P T  : - )



I need to analyze actual
seismic activity on Earth
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How can I monitor
tsunami warnings?
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Are there any solutions
for monitoring serious

events (crimes, war,
etc.)?
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Breaches
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List online breach
search resources
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How to install and run
H8Mail? Prepare a query

example for this tool
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



How to install and run
holehe? Prepare a query

example for this tool
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



Build an email verifier
using Reacher

Verification API and
write a basic code

structure
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How to install and run
phoneinfoga?
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This is not the end
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List 10 must-have
Firefox add-ons for

OSINT purposes
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List 10 must-have
Google Chrome add-ons

for OSINT purposes
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How can OSINT analysts
protect their mental
health when working

with potentially
disturbing content?
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Where can I find OSINT
jobs?

 
 
 
 

J A N  Č E R N Ý  &  C H A T G P T  : - )



What is the usual
process for getting Top

Secret security
clearance, including

requirements?
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Do you have some note-
taking tips for me? 
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List the most notable
OSINT conferences

including links

J A N  Č E R N Ý  &  C H A T G P T  : - )



Can you list sources
similar to WikiLeaks for

the South America
region?
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Suggest 15 AI tools that
could help with OSINT

investigations
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Design an OSINT Swiss
Knife of Tools
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Suggest the top 
10 life-hacks for OSINT

analysts
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Joint academic research?
J A N  Č E R N Ý

Workshops for your
organization, or company?
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